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ELECTRONIC VOTING SYSTEM SECURITY

The federal Help America Vote Act requires that each state have a voting system
meeting federal requirements by January 2006, including a Direct Recording Electronic
(DRE) or other accessible voting unit in each precinct for voters with disabilities.
Chapter 564 of the Laws of Maryland (2001) requires a uniform statewide voting system
for polling places and a uniform system for absentee voting by 2006, for all jurisdictions
in Maryland.

To meet these requirements the State Board of Elections (SBE) selected the Diebold
AccuVote-Touch Screen for polling place voting and the Diebold AccuVote Optical Scan
for absentee voting. The agency entered into a contract for the Phase I implementation
covering four counties on December 12, 2001, and the system was used in those counties
for the 2002 elections. SBE signed a contract modification on July 19, 2003 to provide for
additional equipment and services for 19 jurisdictions (Phase II), to be used beginning
with the March 2004 primary election. The remaining jurisdiction, Baltimore City, is
scheduled to implement the system for the 2006 elections.

In a report dated July 23, 2003 entitled “Analysis of an Electronic Voting System,” (the
Rubin report) computer scientists from Johns Hopkins University and Rice University
stated results of their analysis of source code for a Diebold touch screen voting system.
The report described potential security issues and vulnerabilities of source code found
on a Diebold web site and suggested that the security of the system could be
compromised-easily. The report indicated that administrative controls and procedures
for use of the voting system were not analyzed, and based observations on the
assumption that the voting devices operate on the Internet.

In response both SBE and Diebold affirmedstated that the devices do not operate on the
Internet, and that the State’s procedural controls reduce or eliminate many, if not all, of
the vulnerabilities identified in the report. Nonetheless, the Rubin report, representing
observations of computer security experts, prompted strong public interest in verifying
security of the voting system.

On August 5, 2003, Governor Robert L. Ehrlich, Jr., directed the Department of Budget
and Management to carry out an independent security review of the voting system to
determine security risks, and corrective actions required to ensure the integrity of the
voting process. Science Applications International Corporation (SAIC), an independent
consulting firm internationally respected in the field of technology security, performed
the analysis and has delivered its security analysis report.
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analysis included testing of a complete AccuVote-TS system, software analysis,
interviews of elections professionals, and reviews of administrative procedures and
controls for election processing security.

A total of 329 requirements were reviewed and the following results were found: A
totab-of 217 requirements (66%) were found to be met with existing procedures and
technical features. Eertysix46 requirements (14%) were deemed not applicable to this
specific system. Sixty-sixpb requirements (20%) were found to need further action, of
which 26 (8%) were judged to be high risk factors.

SAIC found few risks represented by the Diebold equipment. The most significant
vulnerability, use of hard-coded passwords, has been reported by Diebold to have been
corrected and submitted for federal certification. SAIC further recommended
encryption of certain data in storage and in transmission, and 100% verification of data
transmitted. The analysis noted that risk of compromise via the Internet is
rinimizedeliminated by the fact that the system is not connected to the Internet.

Risks identified were predominantly associated with a wide variety of absent
administrative controls for voting system security. Among management and
operational controls, SAIC found risks in the controls. on access to servers,
administration of passwords, use of systent audit logs, intrusion detection, and level o
security training for elections personnel.; SAIC concluded that with the manageme

and operational procedures currently in us€, the risk of system compromise is high. !

SAIC indicated however that these vulnerabilities can be mitigated, if not eliminated, by
adequate security planning and administration. SBE has prepared an Action Plan in
which the agency proposes to develop and carry out immediately a series of upgrades
in its security procedures to meet these requirements. These include the following
types of actions:

e SBE will create and imgement a?fgr\]mal ormation System Security Plan (ISSP);

¢ SBE will implement a formal Information System Security Training Program; ¢

s SBE will develop a plan for all local jurisdictions to implement policies and procedures
uniformly;

¢ SBE will verify that no voting system server is attached to a network accessible externally. .

The administrative changes are proposed to be completed in phases: Phase I by
September 22, 2003; Phase II by January 31, 2004; and Phase III by March 31%, 2004.

The Board of Elections believes that:

1. Management and operational requirements can and will be met to fully assure
the integrity of the voting process for all voters, including those with disabilities.
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2. The Diebold AccuVote-TS system selected by the Board is capable of meeting the
security requirements with minor changes and proper controls.

In considering appropriate plans, the Department of Budget and Management and SBE
evaluated two main options: Continue the existing project and Diebold contract, or
discontinue the contract and use an alternative voting system. Since few significant
vulnerabilities were found with the Diebold equipment, which in addition meets the
requirements of federal and State elections law, and since procurement of an alternative
system would likely result in major costs and disruption to the election preparations in
the State, continuing the present contract is recommended, subject to successful
mitigation of risks identified by SAIC.

SBE proposes keeping to the original schedule of statewide implementation of the
voting system by March 2004. Doing so would prevent overlap of that project with the
voter registration system project, also required by 2006. An aggressive schedule is
required to complete all tasks including the intensive security program by March 2004.
Implementation ef-seme-counties by the November 2004 general election in lieu of the
primary remains a possible alternative if needed. In that case, advance plans must be
made with the counties to retain previously acquired equipment until the actual
conversion.

SBE projects a need for three additional personnel to manage the security plan. SAIC
recommended establishing one SBE System Security Officer position. Two additional
State contractual positions are proposed, one to develop procedures and coordinate
actions with local Boards of Election, and one to manage the voter outreach and
training. SBE has received federal funds under the Help America Vote Act of 2002
(HAVA) to implement election reform, for which the Assistant Attorney General for
SBE has provided an opinion that the personnel costs will be an acceptable use of funds.

"The Department of Management and Budget concurs in the retention of a Systems
Security Officer and the voting system vendor and contract, and recommends
immediate implementation by the State Board of Elections of all security upgrades
required to ensure absolute reliability and integrity of Maryland’s voting process.

James C. DiPaula, Secretary '
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connected to a network, the risk rating would immediately be raised to hlgh for several of the
identified vulnerabilities. SAIC recommends that a new risk assessment be performed prior to
the implementation of a major change to the AccuVote-TS voting system. Additionally, SAIC
recommends a similar assessment to be performed at least every three years, regardless of system
modification.

“We recommend that SBE immediately implement the following mitigation strategies to-address
the identified risks with a rating of high:

\

o Bring the AccuVote-TS voting system into compliance with the State of Maryland
Information Security Policy and Standards.

o Consider the creation of a Chief Information Systems Security Officer (CISSO) position
at SBE. This individual would be responsible for the secure operations of the AccuVote-
TS voting system.

e Develop a formal, documented, complete, and integrated set of standard policies and
procedures. Apply these standard policies and procedures consistently through the LBEs
in all jurisdictions.

e Create a formal, System Security Plan. The plan should be consistent with the State of
Maryland Information Security Policy and Standards, Code of Maryland Regulations
(COMAR), Federal Election Commission (FEC) standards, and industry best practices.

e Apply cryptographic protocols to protect transmission of vote tallies. -

e Require 100 percent verification of results transmitted to the media through separate
count of PCMCIA cards containing the original votes cast. -

o Establish a formal process requiring the review of audit trails at both the application and
operating system levels.

e Provide formal information security awareness, training, and education program e
appropriate to each user’s level of access. —" >0 ‘~1{ PR :V{ZSPO ¢ M VMG
S 0 STANTSACD ' o LE'S

e Review any system modifications thro gh a formal, documented risk assessment process
to ensure that changes do not negate existing security controls. Perform a formal risk U&%@
assessment following any major system modifications, or at least every three years. ./ b' LS g

¢ Implement a formal, documented process to detect and respond to unauthorized T%
transaction attempts by authorized and/or unauthorized users. WO @

o Establish a formal, documented set of procedures describing how the general support
system identifies access to the system.

e Change default passwords and passwords printed in documentation immediately.
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e Verify through established procedures that the ITA-certified version of software and
firmware is loaded prior to product implementation.

+ Remove the SBE GEMS server immediately from any network connections. Rebuild the
server from trusted media to assure and validate that the system has not been
compromised. Remove all extraneous software not required for AccuVote-TS operation.
Move the server to a secure location.

e Modify procedures for the Logic and Accuracy (L&A) testing to include testing of time-
oriented exploits (e.g., trojans). This may be accomplished by changing the machine date
and time to correspond to that of the election during testing.

e Discontinue the use of an FTP server to distribute the approved ballots.

e Implement an iterative process to ensure that the integrity of the AccuVote-TS voting
system is maintained throughout the lifecycle process.

The system, as implemented in policy, procedure, and technology, is at high risk of compromise.
Application of the listed mitigations will reduce the risk to the system. Any computerized voting
system implemented using the present set of policies and procedures would require these same
mitigations.
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1. INTRODUCTION

1.1. Overview

The State of Maryland has contracted with Science Applications International Corporation
(SAIC) to perform a risk assessment of the Diebold AccuVote-TS voting system as currently
implemented at the State and County levels.

The risk assessment was performed from August 5, 2003 through August 26, 2003. This risk
assessment was conducted during the operational phase of AccuVote-TS life cycle. If major
changes are made to AccuVote-TS after completion of this risk assessment, then the findings of
this assessment should be revisited using the same formal methodology. In addition, the
AccuVote-TS risk assessment should be updated at least every three years or following major
system changes or security incidents in accordance with State of Maryland requirements.

1.2. Purpose

The purpose of this risk assessment report is to describe the results of applying a tested risk
assessment methodology to the AccuVote-TS voting system, as currently implemented at the
State and County levels. This report is intended to be a stand-alone document and contains the
following information:

e A description of the methodology and approach used to conduct the risk assessment.

¢ A description of the relevant aspects of the AccuVote-TS voting system including
functionality, architecture, connectivity, procedures, and security controls.

o The findings that resulted from performance of the risk assessment. The report includes
the applicable State Board of Elections (SBE) security requirements; description of
security controls; identification of threats, vulnerabilities, threat likelihood; an impact
analysis; and finally recommendations to mitigate the unmet SBE security requirements.

1.3. Scope

This risk assessment was performed using the methodology documented in National Institute of
Science and Technology (NIST) SP 800-30, Risk Management Guide for Information
Technology Systems, and in the State of Maryland’s Certification and Accreditation Guidelines.
This assessment consists of agency-directed, independent verification of systems, software, and
processes associated with the system. This assessment provides an in-depth analysis of security
controls, including comprehensive personnel interviews, documentation reviews, site surveys,
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and evaluation of the system’s hardware and software. Overall, this assessment measures the
level of assurance that the security controls for the system are correctly implemented and are
effective in their application.

1.4. Document Organization

This Risk Assessment Report is organized as follows:

e Section 1 provides an overview of the AccuVote-TS risk assessment mcludmg the
background, purpose, and scope.

e Section 2 provides a summary of the risk assessment results, including possible
mitigation strategies. This section also provides a high-level response to the comments
made in the Rubin Report of July 23, 2003.

o Section 3 documents the methodology and approach used to perform this risk assessment.

o Section 4 provides a description of the AccuVote-TS in terms of functionality,
architecture, connectivity, and procedures with an emphasis on the security features of
the implementation of the AccuVote-TS.

e Section 5 provides the risk assessment findings, including a discussion of SBE security
requirements, threats to the implementation of the AccuVote-TS, likelihood of
exploitation of the threat, vulnerabilities, and mitigation strategies and recommendations
for improving the security posture.

e Appendix A contains a listing of the acronyms used in this report.

¢ Appendix B contains a matrix of the security statements from the Aviel D. Rubin analysis
of some Diebold code entitled, “Analysis of an Electronic Voting System”, dated July 23,
2003. The matrix references the page number from Mr. Rubin’s report, the actual
security statement, the SBE security requirement reference, and any existing controls that
address the statement.

o Appendix C contains a listing of interviews conducted by SAIC in the course of this
assessment.

e Appendix D contains a listing of documents reviewed in the course of this risk
assessment.
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2. MAJOR RISKS AND MITIGATION STRATEGIES

During this risk assessment, SAIC has identified several high-risk vulnerabilities that, if
exploited, could have significant impact upon the AccuVote-TS voting system operation. In
addition, successful exploitation of these vulnerabilities could cause damage to the reputation
and interests of the State Board of Elections (SBE) and the Local Boards of Elections (LBE).
Also identified in this risk assessment are numerous vulnerabilities with a risk rating of medium

NI Qo aUBada ol awkaal ) (3. 1YY 31 3.0 O On

This section provides a summary of the identified high-risk items in Sections 2.1, 2.2, and 2.3.
Section 2.4 provides a summary of the review of the Rubin Report findings. In order to ensure
the integrity of the AccuVote-TS voting system, all of the risks identified within this risk
assessment should be considered. This assessment of the security controls within the AccuVote-
TS voting system is dependent upon the system being isolated from any network connections. If
any of the AccuVote-TS voting system components, as presently configured and architected,
were connected to a network, the risk rating would immediately be raised to high for several of
the identified vulnerabilities within this risk assessment. SAIC recommends that a new risk
assessment be performed prior to the implementation of any major change to the AccuVote-TS
voting system, and at least every three years.

21. Management Controls

2.1.1. AccuVote-TS voting system is not compliant with State of Maryland Information
Security Policy & Standards

All Information Technology (IT) systems must be compliant with the State of Maryland
Information Security Policy and Standards. The AccuVote-TS voting system does not meet all
of these requirements.

Failure to meet the minimum security requirements set forth in the State of Maryland
Information Security Policy and Standards indicates that the system is vulnerable to exploitation. -

O - a a Q - % v 0 - hainao alan ¥a a¥a a¥ata
vemye cl 3 v 7 » 2 «
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SAIC recommends that the SBE and the LBEs implement the mitigation strategies detaﬂed n
this Risk Assessment to bring the AccuVote-TS voting system into compliance with the State of
Maryland Information Security Policy and Standards. To facilitate this compliance, we further
recommend that the State consider the creation of a Chief Information Systems Security Officer
(CISSO) position at SBE. This individual would be responsible for the secure operations of the
AccuVote-TS voting system.

2.1.2. SBE has not ensured the integrity of the AccuVote-TS voting system

The State of Maryland and SBE have begun a process to ensure the integrity of the AccuVote-TS
voting system as evidenced by initiating this Risk Assessment. In addition, the SBE and the
LBE have established procedures for the AccuVote-TS voting system. However, these controls
are neither complete, nor integrated.

We recommend that the SBE and the LBEs immediately implement the mitigation strategies
detailed in this Risk Assessment for all “high” risk ratings. The SBE should create a formal,
documented, complete, and integrated set of policies and procedures. These policies and
procedures should be applied consistently by the LBE in each jurisdiction. In addition, the SBE
should implement an iterative process to ensure that the integrity of the AccuVote-TS voting
system is maintained throughout the life cycle process.

2.1.3. SBE has not created a System Security Plan

Currently, no formal documented System Security Plan exists for the AccuVote-TS voting
system. The purpose of a System Security Plan is to provide an overview of the security
requirements of the system and describe the controls in place or planned.

The absence of this plan could result in security controls have been missed, or 1f con51dered
implemented mcompletely or mcorrectly % : o ,

We recommend that the SBE develop and document a formal System Security Plan. The plan
should be consistent with the State of Maryland Information Security Policy and Standards, Code
of Maryland Regulations (COMAR), Federal Election Commission (FEC) standards, and
industry best practices.
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2.1.4. SBE does not require the secure transmission of election vote totals

The SBE does not requlre encryptlon for the election results transmltted from the local polhng

We recommend that SBE require the implementation of cryptographic protocols for the
protection of the transmissions. In addition, we recommend a 100% verification of transmitted
results to the PCMCIA cards. Based upon our interviews with the LBEs, the time required to
reload the PCMCIA cards for 100% verification of the transmissions at the LBE would not be
significant.

2.1.5. SBE does not require the review of the computer audit trails

We recommend that SBE document a formal process requiring the review of audit trails at both
the application and operating system levels. In addition, the process should detail which events
should be audited, configuration of the audit trails, and frequency of review.

2.1.6. The AccuVote-TS voting system training does not include an information security
component

The training materials for the AccuVote-TS voting system do not include an information security
component. The increasing number of threats to IT systems has resulted in the need for security
awareness, training, and education at all levels.

Failure to conduct security awareness, training and education leaves election officials at all levels
potentially unaware of the vulnerabilities and threats to their system. Without this awareness, the
officials may not correctly or completely carry out vital security duties. Since the security of the
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AccuVote-TS system relies on non-technical controls performed by personnel, such as election
judges, this awareness is vital to ensuring the security of the system.

We recommend that SBE document and implement a formal information security awareness,
training, and education program appropriate to each user’s level of access.

2.1.7. SBE does not require a review of security controls after significant modifications are
made to the AccuVote-TS voting system

SBE does not have a formal risk assessment process for reviewing the impact of significant
system modifications to the security controls for the AccuVote-TS voting system. Results from
this risk assessment will serve as a baseline to determine the effectiveness of existing security
controls and to provide recommendations for security deficiencies.

In the absence of a formal process, SBE cannot ensure that the security controls remain effective.
Any system change could affect the level of risk to the system. Even without system changes,
the changing technology and environment that surround the system can cause the risk profile to
be significantly altered.

We recommend that all system modifications be reviewed through a formal, documented change
control process to ensure that the changes do not negate any security controls that are currently in
place. In addition, a risk assessment should be performed any time a major system modification
is performed or at least every three years regardless of change status.

o ;;geggg(z\i@] |

authorized and/or unauthorized users

Unauthorized transaction attempts by

Since a threat source is more likely to exploit a system if the evidence of his/her actions cannot
be gathered or will go undetected, failure to have controls for detection increases the likelihood
of system attacks, and consequently, of system compromise.

We recommend that a formal, documented process be implemented to detect unauthorized
transaction attempts by authorized or unauthorlzed users. ThlS process would include the rev1ew
of audlt logs 01ted in paragraph 2. 1 5. > ¢ -
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2.1.9. No documentatlon currently exists regarding appropriate access controls to the

ﬁ@ AccuVote-TS voting system
here is no documentation that identifies the process for maintaining appropriate access controls
é ) to the AccuVote-TS voting system. Without proper documentation, the consistent

implementation of security controls cannot be verified or validated.

We recommend that a formal, documented set of procedures be implemented that describe how
the general support system identifies access to the system, specifically, unique identification,
correlatlon of user actions, mamtenance of user IDs and mactlve user [Ds. in-additionwe

2.2. Operational Controls

2.2.1. SBE relies upon Diebold (the AccuVote-TS vendor) to load the version of software
certified by the Independent Test Authority (ITA)

The SBE is required to ensure that the implemented software version and firmware version of the

ersions, therefore Diebold could load uncertified versions. Diebold has a contractual obligation

@ccuVote-TS is the one certified by the ITA. The SBE relies upon Diebold to load the certified

¢

to load only the ITA-certlﬁed verswns but controls are not in place to ensure that thls occurs.

We recommend that SBE establish and implement procedures to verify that the ITA certified
version of software and firmware is loaded prior to production implementation.

2.2.2. SBE GEMS server is connected to the SBE intranet

The current security controls employed for the AccuVote-TS voting system require that the
system not be connected to any network. The Direct Recording Equipment (DRE) voting
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terminals themselves are not connected to any network. However, the SBE Global Election
Management System (GEMS) server is connected to the SBE intranet, which has access to the
Internet. In addition, the server contains some Mlcrosoft Ofﬁce products not required for the
q'?‘ omrof-the-AccuVote-TS voting system. The-serverislocatedin-an-open-offies:

We recommend that the SBE GEMS server be immediately removed from any network
connections. The server should be rebuilt from trusted media to assure and validate that the

system has not been compromlsed Mea&mee&&seﬁav&re—aﬁé—s%seef&eﬁt—epelﬁeﬁ

We recommend that SBE discontinues the use of an FTP server to distribute the approved
ballots.

2, O Technical Controls

31 Audit logs are not configured properly, and are not reviewed

Failure to properly log, and to review those logs makes it significantly more likely thataf
intruder’s actions will not be detected. Assurance of non-detection may encourage a possible
intruder to attempt a penetration of the system.

e fecommend that the Windews-2000-operating system be configured to audit all security
vents and the log size should be set to an appropriate size. We also recommend that the event
ogs be reviewed on a regular basis.

8 OFFICIAL USE ONLY



SAIC-6099-2003-261

September 2, 2003
Diebold AccuVote-TS Voting System and Processes Risk Assessment. docD;ebeld—AeeeNete—IS—Vetmg—System-and

2.3.2. GEMS server configuration is not compliant with State of Maryland Information
Security Policy & Standards for identification and authentication

We recommend that the GEMS servers be configured to comply with the State of Maryland

Information Security Policy and Standards for identification and authentication. The State of
Maryland Informatlon Security Pohcy and Standards require each user to have a unlque user D

2.4. Review of Rubin Report

In the course of this risk assessment, we reviewed the statements that were made by Aviel. D.
Rubin, professor at Johns Hopkins University, in his report dated July 23, 2003. While many of
the statements made by Mr. Rubin were technically correct, it is clear that Mr. Rubin did not
have a complete understanding of the State of Maryland’s implementation of the AccuVote-TS
voting system, and the election process controls in general. It must be noted that Mr. Rubin

states this fact several times in his report and he further identifies the assumptions that he used to
reach his conclusions.
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In general, most of Mr. Rubin’s findings are not relevant to the State of Maryland’s
implementation of the AccuVote-TS system because the voting terminals are not connected to a
network. In addition, LBE procedures and the openness of the DRE voting booth mitigate a
large portion of his remaining findings.

We do concur with Mr. Rubin’s assessment that if the AccuVote-TS voting system were
connected to a network that several high-risk vulnerabilities would be introduced. We also
concur with Mr. Rubin’s assessment that transmissions of data are not encrypted in transit, and
we have recommended that this be rectified.

The State of Maryland procedural controls and general voting environment reduce or eliminate
many of the vulnerabilities identified in the Rubin report. However, these controls, while
sufficient to help mitigate the weaknesses identified in the July 23 report, do not, in many cases
meet the standard of best practice or the State of Maryland Security Policy.

2.5.  Overall Risk Rating

_The system, as implemented in policy, procedure, and technology, is at high risk of compromise.

“Application of the listed mitigations will reduce the risk to the system. Any computerized voting
system implemented using the present set of policies and procedures would require these same
mitigations.
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3. RISK ASSESSMENT METHODOLOGY AND APPROACH

The following sections document the nine-step risk assessment methodology, in accordance with
NIST SP 800-30, Risk Management Guide for Information Technology Systems, and in the State
of Maryland’s Certification and Accreditation Guidelines, that was used as the basis for this Risk
Assessment report. Additionally, the approach takes into account a combination of assumptions
regarding the security controls within State of Maryland that have an impact on the security of
the AccuVote-TS voting system.

3.1. Assumptions

This Risk Assessment report and its findings are based on the following assumptions:

o The system risks discussed in this report are based on the AccuVote-TS functional
description. Changes to data flow, data control, data storage, software configuration,
hardware configuration, networking, or system interfaces could significantly alter system
risks.

o The opinions and recommendations contained in this Report are dependant on the
accuracy, completeness and correctness of the data, specifications, documents and other
information provided by the State of Maryland, whether provided in writing or orally.

o The equipment, documentation, and materials deployed for use by the State of Maryland
will have the same configuration as that provided to SAIC for this examination.

e Based on customer direction and time constraints, this Risk Assessment is limited to the
examination of human threat sources; natural and environmental threats are outside of the
scope of examination.

e The process for the initial ballot creation, which occurs prior to entering into GEMS, is
outside of the scope of this examination.

e The process for determining voter eligibility is outside of the scope of this examination.
o This risk assessment did not assess previous elections or implementations of this system.

o The Independent Testing Authority (ITA) complies with the standards set forth by the
Federal Election Commission (FEC) for voting system evaluation and certification.

e The processes and procedures'used by the Counties reviewed for conducting elections
using the AccuVote-TS are representative of the overall process.

e This Risk Assessment Report captures threats, vulnerabilities, risks and suggested

mitigation strategies as they exist at the publication of this report. Changes in technology
could significantly alter the system’s security, even if the system itself does not change.
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» SAIC cannot guarantee or assure that risks, vulnerabilities and threats other than those
addressed in this report will not occur nor can we guarantee or assure that, even if the
State of Maryland implements the recommendations we have proposed, the State’s
business, facilities, computer networks and systems, software, computer hardware and
other tangible equipment and assets will not be compromised, damaged or destroyed.

3.2. Methodology and Approach

The SAIC team, consisting of staff with expertise in management, operational and technical
information technology (IT) security, conducted the risk assessment of the AccuVote-TS voting
system. The SAIC team applied the nine-step risk assessment methodology, as depicted in Figure
3-1, to perform the risk assessment.

« Establish the syster bounds * |dentify threat sources « |dentify weaknesses = Security requirements vs,
= Determine application > Human »  Technical security controls
functions, users, architecture, »  Non-technical ; g;::fn%"r::“
security architecture, = Consider interconnections > Technical

interfaces, facilities, operating

environment
Determine applicable security
policies and requirements

» Combine Steps 1 * Develop strategies * Combine Impact « Criticality of the System in = Likelihood specific
through 8 to produce that are effective, Analysis with supporting SBE mission vulnerability will be
Risk Assessment practical, have Likelihood of threat « Impact on mission of exercised by
report reasonable cost and * Rate risk for each threat-source exercising particular threat-

ease of - threat-source/ vulnerability source
implementation vulnerability pair * Impact as loss or

degredation of Integrity,
Availability, Confidentiality,
Accountability, Assurance

Figure 3-1: Risk Assessment Methodology and Approach

The following sections define the nine-step methodology used to complete the risk assessment
for the AccuVote-TS.

3.2.1. Step 1: Characterize the AccuVote-TS Voting System

Step 1 consists of defining the system for the risk assessment. During this step the key system
elements, such as hardware, software, system interfaces, data and information, personnel actions,
and the mission of the AccuVote-TS voting system, are reviewed. The application boundaries,
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application criticality, data sensitivity, and functional systems description are developed from the
examination of the specific components as described below.

Establish System Bounds. System bounds establish the scope of the risk assessment. Clearly
defined security boundaries of the system are established and approved by the State of Maryland.
Within the established security boundaries, security domains are determined based on system
functionality and purpose.

Determine Application Functions, Users, Architecture, Security Architecture, Interfaces, and
Operating Environment. The system’s function is determined and essential elements are
identified during this step. Network diagrams and architectural drawings were provided to the
risk assessment team.

Determine Applicable Security Policies and Requirements. Applicable security policies and
requirements, in addition to any existing policies, procedures, or standards that affect AccuVote-
TS security must be determined during this process. Results of previous risk assessments, audits,
and certifications, and application related documentation are collected and reviewed by the SAIC
risk assessment team in concert with State and County representatives.

3.2.2. Step 2: Perform Threat Identification

Step 2 consists of determining the threats posed to the AccuVote-TS voting system. Key
elements, such as previous attacks on the AccuVote-TS and data from IT security-related
organizations, will be examined for applicability to the AccuVote-TS.

Identify Threat Sources. Human threats to the AccuVote-TS voting system will be identified and
documented by the SAIC team.

3.2.3. Step 3: Perform Vulnerability Identification

In Step 3, the vulnerabilities of the system will be examined and identified. Results from prior
audits, tests, inspections, and an examination of the current state of the AccuVote-TS voting
system are used to determine existing weaknesses as described below.

Identify Weaknesses. A comprehensive review of the security configurations, policy standards,
procedures, and degree of compliance of both technical and non-technical requirements will
determine areas where the AccuVote-TS voting system is vulnerable.

Consider Interconnections. In addition to identifying weaknesses in the above, external entities
and their connectivity to the AccuVote-TS voting system will be reviewed.

3.2.4. Step 4: Perform Controls Analysis

This step examines the security controls and mechanisms for the AccuVote-TS voting system as
currently implemented. Controls analysis involves examining the system security requirements
and the security controls employed by the system.
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Security Requirements versus Security Controls. The management, operational, and technical
controls are examined to determine the degree of compliance with established security
requirements and the degree of protection to data confidentiality, integrity, and availability.

Consider Controls Employed by the AccuVote-TS voting system. Security controls and
mechanisms for the AccuVote-TS voting system are checked systematically against applicable
security requirements. Table 5.8 presents the requirements matrix, identifies AccuVote-TS
voting system compliance, and presents a rationale for the compliance/non-compliance rating.

3.2.5. Step 5: Determine Threat Likelihood

This step is based on the results of the threat identified in Step 2, and includes examination of
that threat against each vulnerability to arrive at a likelihood rating of High, Medium, or Low.

Likelihood Specific Vulnerability will be Exercised by Particular Threat. The threat sources
identified in Step 2 are examined against the nature of the threat and the security controls in
place to counter the threat. In the case of the human threat, motivation and capabilities are taken
into account as well.

3.2.6. Step 6: Perform Impact Analysis

Step 6 is used to determine the probable result of a successful exploitation of a vulnerability or
weakness by a threat. This risk assessment is used to determine impact on the AccuVote-TS
voting system if vulnerabilities are successfully exploited. The process used to evaluate the
impact of a successful exploitation of a given vulnerability is discussed below.

Criticality of the AccuVote-TS voting system in Supporting State of Maryland Mission. The
critically of the AccuVote-TS voting system to the State of Maryland mission is viewed in the
scope of a successful exploitation attempt.

Impact on Mission of Threat source Exercising Vulnerability. The probable impact of a
successful exploitation of the AccuVote-TS voting system is determined in this sub-step.

Impact as Loss or Degradation of Integrity, Availability, Confidentiality, Accountability, or
Assurance. The effects on the AccuVote-TS voting system of the successful exploitation of a
vulnerability is analyzed as to its effectiveness in modification/destruction of data, loss of
service, loss of public trust, or embarrassment to the State of Maryland.

3.2.7. Step 7: Determine Level of Risk

Step 7 provides a total risk rating for each vulnerability by combining the results of the Impact
Analysis established in step 6 with Likelihood of Threat established in step 5. The combination
of the impact analysis and the threat likelihood versus the security controls in place is applied to
a risk-level matrix to determine the resultant risk-level. :

Rate Risk of each Threat-Source/Vulnerability Pair. Each Threat-Source/Vulnerability is
assigned a rating of High, Medium, or Low.
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3.2.8. Step 8: Develop Risk Mitigation Strategies

Step 8 seeks to provide solutions to the risks identified and quantified in the previous step.

Develop Risk Mitigation Strategies that Are Effective, Practical, Have Reasonable Cost and
Ease of Implementation. Countermeasures or risk-mitigation strategies are developed. When
several strategies are apparent, they are categorized from most effective, least cost, and easiest
implementation.

3.2.9. Step 9: Document Results

The objective of step 9 is to Combine Steps [ through 8 to Produce a Final Risk Assessment
Report. The results of steps 1 through § are combined into a comprehensive report.
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4. ACCUVOTE-TS CHARACTERIZATION, STEP 1

This section describes the AccuVote-TS voting system as required in Step 1 of the NIST SP 800-
30, Risk Management Guide for Information Technology Systems and in the State of Maryland’s
Certification and Accreditation Guidelines.

4.1. Functional Description of the AccuVote-TS

The State of Maryland is implementing a statewide electronic voting system, Diebold’s
AccuVote-TS. SBE’s Mission Statement includes:

“...to standardize voting in the State on an electronic voting system while providing increased
accessibility to the process for the State’s voting populace.”

The statewide implementation will standardize voting processes for 24 jurisdictions. The
implementation is broken into three phases with estimated completion of third phase being 2006.

Purpose and function of the AccuVote-TS voting system:
° .Generate electronic ballots;
e Permit voters to view and cast their votes electronically;
e Record, store, and report vote totals; and

* Provide accurate electronic audit trails to ensure integrity of the AccuVote-TS voting
system.

Figure 4-1 is a high-level diagram showing the infrastructure and connectivity for the AccuVote-
TS application.
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Figure 4-1: AccuVote-TS High-Level Infrastructure and Connectivity
4.2, AccuVote-TS System and Interfaces

The Diebold AccuVote-TS voting system consists of two components, the GEMS voting server
and the DRE (Direct Record Entry) or voting terminal.

The voting terminal is an embedded device running Microsoft Windows ©E-3-6-as its operating
system. The currently used version of the AccuVote-TS software is 43-}-5;-and-is-written in the
C++ language. The components of the system include: a touch screen, used by voters for
entering votes; an active memory component which stores the operating system, ballot
information and a temporary record of the votes; a PCMCIA flash memory card which also
stores the votes cast (this card is contained in a locked compartment on the DRE device, but is
removed for vote tallying); And an internal ribbon printer. The system also has an optional
audio component, which can be activated to support the visually impaired. Each of the systems
s able to support a modem.

2 ¥~ =t 1\ O >
[ ) VI VU v o

: aD owerkdg aaning Microsofiy : .
with-Serviee-Paek3--The GEMS voting server contains the GEMS software, which is used to
communicate with the voting terminals for loading ballots and transferring the voting results.

The currently used version of the GEMS software is-3-18-18-and-is also written in C++. The |
components of the system include the server, a keyboard, mouse and monitor. The server can be
connected to a modem bank to receive voting information from the precincts. Each LBE has two
GEMS voting servers, a primary and a back-up. The LBE voting server and terminal are
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connected to a non-public network during the ballot loading process. The only other instance
when the LBE GEMS votmg server and termmal are connected is durmg the results collectlon or

4.3. System Users

~ This subsection identifies the types of users that are authorized to use the AccuVote-TS system.
4.3.1. Internal Users

Internal privileged users of the AccuVote-TS system are required to logon to the GEMS voting
server to perform operations to the ballot or to communicate with the voting terminals. The
accounts are password protected, but the accounts are shared among users, which does not
provide accountability.

Internal privileged users, such as election judges, have direct access to the DRE voting terminals.
The election judge has a supervisor smartcard, which is used to start and close elections. Starting
and closing elections requires the use of the supervisor smartcard, and a PIN number.

4.3.2. External Users

External users have direct access only to the DRE voting terminals, and are limited to eligible
voters. The eligible voter is given a one-time use smartcard by the election official to enable the
voter to vote. Once their ballot has been cast, the smartcard is disabled until it is re-enabled for
use by a new voter by the election official. The smartcards do not contain any sensitive data.

The voting process is as follows. The local election officials verify a voter’s eligibility to vote.
Once confirmed as an eligible voter, the local election judges have the voter verify the
information on his or her Voter Authority Card (VAC), make necessary changes, sign the VAC
and instruct the voter on taking the signed VAC to the next step in the voting process. The VAC
card is a paper card that contains information about the voter. These VAC cards are used to
verify the vote totals at the conclusion of the election against the vote totals stored in the DRE
memory.
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The next step in the voting process is for the voter to present his or her VAC to the election
official responsible for the DRE voting terminal. The election official takes the voter’s VAC and
activates a DRE Voter Access Card smartcard for that voter. The election official places the
voter’s VAC in the envelope associated with the DRE terminal and permits the voter to insert the
DRE Voter Access Card smartcard into the DRE to vote.

4.3.3. Special Processing IDs

There are no special processing IDs for the AccuVote-TS system.
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With-the es;s}epnsn 'el the SEI._IS, serverlocated-at
SBE hesdqualtelslm ’ -nnla.pells the g. El I.]IS SBRVers
SEMS-server-islocated-in-open-space- ,

y k] l

sensitive-information-beth-on-electronic-media-{iape
or-disk}-and-hardcopy-material-Physical-protesction
against-casual viewing-abeling-with-data
sensitivity-distribution-safeguards;-and-the-proper

Each-LBE-ElectiondJudge-Manual-has-procedures
appreved-by-the-SBE pertaining-to-the-assembling;
trapspeft-and-controls-asseeiated-with-the
Acctote-T8-voting-sysiem-components-and
outputs:

media-are "“pell tat telpi g'teelt agamst‘ social

Ganhgu:.ahea,l sa"t's',a“d ]GIEE’EGEIS':H of Fhe-AccuVoleTSvoting sysiom is-notconnested
\ . E. ”; 'm',é o€ EIEFHEﬁ' oFthe ISEEIS.IE.l."IS

determinet-the-sirength-of the-protactions-afforded ) ;

by tlhe epl erating S?Ste”'s o tl;el "'d"'dl uallslegl ‘e'sﬁ were-noted-in-the sourse-code-foy b.eth the GEMS

: . server-and the DREvoling torminal—These
the-box operating systoms generally roquire finclings-are-miligated by process and procedures
sonfiguration G“la' ges-n Gl :ds:lt.el‘ s e-ngthen the that I;ieeya these S5St_e”'s from-being-coRnacted-to
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53:3-Technical- Controls-Analysis

| l g ; S it Doli | Stand - idition th

and-information- GEMS-server-dees-retock the-useraccounts-after
a-period-of-inactivity-and-it-allows-unlimited
password-gHessing:

Logical-aceess-control-Logicalasccess-contreols Moters-are-restricted-to-proper-access-on-the

are-those-rights-privileges,-and-permissions
granted-to-authorized-users-While-1&A-establishes
legitimacyto-use-the-systems-logical-aceess

DREs—Atthe- GEMS-serveraceess-is-restristed-to
administrator-ascoupis—However-as-noted-above
administratorPs-are-shared-and-are-net

conirols-determine-what-an-authorized-useris associated-to-a-specific-individual:
ttod | il ; o T
I E.I | I .’ | ! I ,l ” N . l
o

p”’“e. 98'5 nee ded-by-a-user-to a_seemphsh “"e" 1ob
IH“G“Q"' Logicalacoess-contretis the-teshnical
e“.'bg. eilunefnlt ot the‘n}lanag-ement seRtrok—the
" . . . . .
availabi .“G: o-of systen] ntegrity a".d . ““"_e n’xany g,' the-computar se‘s~uut§, centrols-are

lability: System ”'a'.“te”a”se .dE“ thg-the l,”e lacking; the usl;s_haue been-itigated because-the
sycle-ofthe system p'e“des. SeGuFity fechanieme ’S‘SEGFHIS'GE ¥ fetmgl S5Ste'”let:'|e' than the]S,BE
a"d.sg'.'t.' e.ls to-protoct dalta mtegntyﬁandl Gtional ,
al'a."ab"'t5 H : euet 6 I L IDS besausel H'legS;E'El EIRnas_ lllIE"IEIIlEI!ItedFa process to
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Likelihood 1 " Likelihood-Definition
HIGH Fhe-threat-source-is-highly-motivated-and-sufficiently-capable-and-controls-to
prevent-the-vulnerability-from-being-exercised-are-ineffestive:
MEDIUM Fhe-threat-source-is-metivated-and-capable-but-controls-are-in-place-thatmay
impede-successiul-exercise-of the-vulnerability-
LOW Fhe-threat-source-lacks-motivation-or-capability,-or-controls-are-in-place-to-prevent;
| ifioantiv. o 4 s of : bility.
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HIGH jor tang! {s-or resouroes; harm,
Exercios.of the vulnerability (1) may result in 4 i
MEDIUM , ; TASHT,
Exercise-of the-vulnerabiliy-(1 e the : )
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